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Fig. 1: Our framework, Q-DIG, aims to make VLA-powered robots robust to different instruction wordings by generating adversarial
instructions that induce task failures. For example, a VLA might succeed when instructed to “push coke can” (the VLA uses one of the
end effectors to push the can), but fail when instructed “meticulously exert force upon the aluminum beverage container” (the VLA misses
the coke can and pushes nothing). Augmenting demonstrations with such diverse instructions and fine-tuning the VLA using them leads to

better generalization to unseen and human-generated instructions.

Abstract—Vision-Language-Action (VLA) models have signifi-
cant potential to enable general-purpose robotic systems for a
range of vision-language tasks. However, the performance of
VLA-based robots is highly sensitive to the precise wording
of language instructions, and it remains difficult to predict
when such robots will fail. In our prior work, we introduced
Q-DIG, a novel framework that combines Quality Diversity
(QD) optimization with Vision-Language Models (VLMs) to
generate a broad spectrum of adversarial instructions that expose
meaningful vulnerabilities in VLA behavior. We evaluated Q-
DIG across three state-of-the-art VLA models, conducted a
user study to show the human-likeness of Q-DIG instructions
over baselines, and validated our framework with a sim-to-
real evaluation in the real-world. In this work, we summarize
the Q-DIG framework and key findings, and propose three
new applications of its work: (1) Searching for Environmental
Diversity, (2) Surrogate Modeling for Efficient Evaluation, and
(3) Red-Teaming Hierarchical VLA Models.

I. INTRODUCTION AND MOTIVATION

Vision-Language-Action (VLA) models, which fine-tune
Vision-Language Models (VLMs) to produce robot ac-
tions, have demonstrated impressive generalization in robotics
tasks [10} [13} 142], such as out-of-the-box deployment across
novel environments and efficient learning of new tasks with
limited data [[1}, [17} 5}, [14]].

Despite this progress, VLAs remain vulnerable to jailbreak-
ing [33] and red-teaming [27] attacks through adversarial

instructions, which can elicit unexpected failures [40] and limit
deployment in safety-critical applications. In part, this arises
because current VLA datasets and fine-tuning protocols pro-
vide only a narrow mapping between language instructions and
demonstrations. For example, LIBERO [21] provides a single
instruction per task with multiple demonstrations, DROID [16]]
associates each trajectory with at most three instructions, and
Bridge [39] has a one-to-one mapping between instructions
and demonstrations. For example, a VLA might successfully
complete the task of pushing a Coke can when the instruction
is exactly “push Coke can,” while the instruction “gently nudge
the soda can!” causes the VLA to fail.

We study this problem through the lens of red-teaming:
the systematic discovery of inputs that expose failures in a
model [27} [12] 31]]. Prior work [33]] showed that jailbroken
LLM-controlled robots can be induced to take harmful ac-
tions across self-driving, unmanned vehicle navigation, and
quadruped control. While prior methods have been developed
to induce failures in VLAs via adversarial instructions, it is
still challenging to generate realistic instructions that elicit a
controllably diverse range of failures. In particular, Embodied
Red Teaming (ERT) [15] leverages in-context learning [7I]
to generate adversarial instructions, but does not explicitly
target a set of failure modes specified by system designers.
Additionally, some generated instructions may fall outside the
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Fig. 2: Overview of Q-DIG. Q-DIG leverages previously generated instructions as in-context examples to generate new adversarial instructions
in target attack styles (green arrows). The generated instructions are evaluated (red arrows) to obtain the variance of failure rates they induce
in the VLA as well as their actual attack style. Instructions inducing high failure rates with different attack styles (z0 to z7 from Table [V)
are stored in an archive, providing high-quality and diverse examples for future iterations.

distribution of instructions that users normally provide. For the
Coke can task above, one such unrealistic instruction would
be “spot the red and white can lying flat and push it with
precision.”

We argue that Quality Diversity (QD) optimization [30} 29|
23] provides a natural framework for red teaming embodied
models by leveraging previously found solutions as stepping
stones to generate new solutions that are higher performing
or more diverse. The QD works closest to ours are Rainbow
Teaming [34] and PLAN-QD [36]. Rainbow Teaming uses
LLMs as mutators to generate prompt variants according to
semantic failure modes, and PLAN-QD searches for diverse
prompts that induce varied collaborative behaviors in LLM-
powered agents for sequential decision-making tasks. While
both Rainbow Teaming and PLAN-QD advance systematic
prompt search, they lack grounding in physical tasks and visual
information required for embodied domains.

Quality Diversity (QD) algorithms search for a diverse
collection of high-performing solutions [30] by leveraging
previously found solutions as stepping stones to generate new
solutions that are higher performing or more diverse. QD
has been applied in robotics, including training diverse RL
agents [28] 124} 38| 12]. QD has also been applied to generate
diverse scenarios for autonomous agents [3] and deployed
robotic systems [L1, 4]. More recently, previous work has
applied QD to text generation with LLMs [22, 9l 16, [20],
where previously discovered prompts [9] or poems [6] serve
as context for an LLM to generate new and improved variants,

In our prior work [37], we introduced Q-DIG (Quality
Diversity for Diverse Instruction Generation) (Figure [I), a
novel framework for red-teaming and improving VLAs. Our
key insight is that QD optimization combined with vision-
language grounding enables a systematic discovery of diverse,
realistic, and task-relevant failure modes in embodied systems.

In this paper, we summarize the following contributions:
(1) We present Q-DIG, a framework that leverages Quality
Diversity optimization for diverse and in-distribution adver-
sarial instruction generation. (2) We evaluate Q-DIG in two
simulation domains, SimplerEnv [18]] and LIBERO [21], and
show that compared to prior VLA red-teaming methods, Q-

DIG produces more diverse and in-distribution adversarial
instructions. (3) Through a user study, we show that instruc-
tions generated by Q-DIG are more human-like compared to
those generated by prior methods. (4) We demonstrate that
fine-tuning with the augmented dataset containing adversarial
instructions improves robustness to unseen instructions. (5) We
validate our approach in a sim-to-real setting, showing that
the benefits of adversarial fine-tuning transfer to real-world
robotic deployments. We then propose three new applications
of its work: (1) Searching for Environmental Diversity, (2)
Surrogate Modeling for Efficient Evaluation, and (3) Red-
Teaming Hierarchical VLA Models.

II. SUMMARY OF THE Q-DIG FRAMEWORK

The central idea of Q-DIG is to use QD to automatically
generate a wide range of semantically diverse instructions that,
when executed on the base VLA, serve as adversarial prompts
revealing failure modes. In this section, we first describe how
we formulate generating adversarial instructions for VLAs as
a QD problem, then provide the detailed framework of QD
optimization, and finally explain how the resulting instructions
can be leveraged for fine-tuning. Figure [2] presents an overview
of our pipeline.

A. Generating Adversarial Instructions

To discover diverse adversarial instructions for VLAs that
cause failures, Q-DIG algorithmically searches for them using
QD optimization. The optimization begins with the original
task instruction cg 7, such as “Pick Coke can” in Figure @ As
the archive fills, Q-DIG samples a filled cell and retrieves its
stored instruction, which then serves as a “stepping stone” for
generating new adversarial instructions.

The mutator VLM is queried with an existing adversarial
instruction ¢, its attack style m(c), initial observation for
the task og (visual), and a target attack style category z to
generate a candidate instruction in the target attack style (e.g.,
“use of adverbs” in Fig. 2). We generate k sets of candidate
instructions of batch size b each, and select the one with the
the most diverse instructions (i.e. the least pairwise Sentence-
BERT [32] similarity).



TABLE I: Fine-tuned VLA results on the LIBERO-Goal task suite, using (i) original and (ii) adversarial plus original instructions across
three VLAs: OpenVLA-OFT, 7g.5, and GROOT N1.6. “Original” represents evaluation on the original task instruction. Each instruction was
evaluated 50 times. “Rephrase,” “ERT,” and “Q-DIG” represent evaluation on 2 unseen adversarial instructions. Columns correspond to the
original VLA and models fine-tuned with instructions from the corresponding algorithm, and rows correspond to unseen instructions during
training. Models trained on adversarial instructions (ERT and Q-DIG rows) perform better on unseen adversarial instructions.

Unseen Prompts OpenVLA-OFT T0.5 GROOT N1.6

Orig  Reph ERT QDIG | Orig Reph ERT QDIG | Orig Reph ERT Q-DIG
Original 974 622 946 938 | 968 968 964 964 | 77.0 516 466 643
Rephrase 903 634 908 847 | 907 960 959 957 | 282 444 30.1 477
ERT 662 533 911 669 | 623 727 696 708 | 181 361 419  37.6
Q-DIG 639 476 764 889 | 675 719 748 734 | 337 424 336 551
Avg 769 558 873 821 | 768 82.6 824 823 | 339 425 368 494

Q-DIG evaluates this instruction by rolling out the base
VLA 7 (0, ¢) on task T to compute the failure variance J(c).
In addition, as our measure function m, an external LLM
(referred to as LLM judge) categorizes the instruction into one
of the semantic attack styles {z;}},. The instruction then
replaces a cell in the archive with the same style if the cell is
empty or if it achieves a higher objective value than the one
currently stored.

Through this iterative process of instruction selection,
mutation, evaluation, and archive update, Q-DIG fills the
archive with semantically diverse attack styles and failure-
inducing task instructions.

B. Fine-Tuning the VLA

Once the set of adversarial instructions is discovered, we
fine-tune the base VLA to mitigate the induced failures and im-
prove the robot’s robustness to these attack styles. We assume
access to a dataset of expert demonstrations D = {71, ...,7x}
of size K, with each demonstration mapping to an original
language instruction for the given task 7". We then augment
this dataset by associating the language instructions for some
demonstrations with one of our generated adversarial instruc-
tions, without collecting additional expert demonstrations. In
our experiments, we have N = 50 demonstrations, and G = 9
unique instructions (8 adversarial instructions + 1 original
instruction), for each task. The augmented dataset is agnostic
to the fine-tuning method. Once finetuned on this dataset, the
VLA becomes more robust to different task descriptions.

III. RESULTS AND KEY TAKEAWAYS

We discuss our results for the prompt generation and user
studies (Sec. [I1I-A)), fine-tuning three VLAs (Sec. [II-B)), and
real-world deployment (Sec. |L1I-C}).

A. Results: Prompt Generation

Compared to Rephrase and ERT, two standard baselines, Q-
DIG generated more diverse instructions and achieved a wider
coverage of failure categories across both benchmarks (Fig.
Table [[). While all methods achieved similar BLEU diversity,
Q-DIG more effectively targeted a wider range of realistic
failure modes, demonstrating the benefits of quality-diversity
search for adversarial instruction generation.

We conducted a user study (n = 40) to measure whether Q-
DIG generated instructions were human-like. First, participants

were given initial and goal-state images of each of the five
SimplerEnv tasks, and asked to provide a normal and con-
fusing instruction for the robot to complete the task. Then,
participants were shown three variations of the initial task
instruction (one from each baseline in a randomized order),
and were asked to (1) rank them in decreasing order of human-
likeness, and (2) rate the human-likeness of each instruction on
a 7-point Likert scale. A Kruskal-Wallis test followed by post-
hoc Dunn’s test with Bonferroni correction showed Q-DIG’s
ranking to be significantly better (p < 0.001) than baselines.
Furthermore, Likert scores indicated Q-DIG-generated instruc-
tions were significantly more human-like than ERT-generated
instructions (mean difference of 1.07; p < 0.001).

TABLE II: Archive Coverage of failure modes (Table and pairwise
BLEU diversity results across all 3 methods and 2 benchmarks for
our OpenVLA-OFT fine-tuned model. We show the values along with
their standard errors in subscripts.

Metric (Domain) Rephrase ERT Q-DIG

BLEU (LIBERO) 0.9630.003 0.9510.01 0.9470.01
BLEU (SimplerEnv) 0.9280,01 0.9360,01 0.9460,01
Coverage (LIBERO) 0.3630,02 0.3250,01 0.9720,02
Coverage (SimplerEnv) 0.3880.03 0.3250.02 0.913¢ 02

B. Results: VLA Fine-Tuning

Across OpenVLA [17], mo.5 [14], and GROOT N1.6 [25],
we augment fine-tuning datasets with adversarial instructions
from all three methods. See the full paper [37] for details
on the evaluation. We found data augmentation improved
performance on unseen adversarial prompts compared to the
base models, with improvements ranging from 5-15% on
average. We further observed similar robustness improvements
in SimplerEnv tasks, suggesting that adversarial instruction
augmentation can improve generalization beyond the original
evaluation setting. These results indicate that augmenting train-
ing data with diverse adversarial instructions is an effective
strategy for improving VLA robustness.

C. Results: Real-World Experiments

We evaluated several adversarial instructions generated by
Q-DIG on a Gen-2 Kinova JACO arm and two RealSense
Depth Camera D435i (third person and wrist view). We chose
two representative tasks from our simulation experiments,
“push the coke can” and “push the sponge”, and ran three
Q-DIG iterations to produce an archive of adversarial task



instructions for evaluation. See Figure [I] for a visual of our
real-world setup. We observed that instructions that induced
failures in simulation also reduced success rates in the real
world, while non-adversarial instructions remained successful
(Table [[I). We further fine-tuned the policy using Q-DIG-
generated data and found improved robustness to previously
unseen adversarial instructions in real-world evaluation (Table
IV), suggesting that adversarial instructions discovered in
simulation can be used to improve real-world VLA robustness.
See the full paper [37] for detailed results.

TABLE III: Comparison of Original and Q-DIG instruction variations
for the “push the coke can” real-world task.

Original P1 P2 P3 P4
9/10 0/10 | 8/10 | 5/10 | 10/10
10/10 4/10 | 7/10 | 4/10 | 10/10

Real-World
Simulation

TABLE IV: Unseen prompt evaluated on Original vs. Original and
Q-DIG augmented models for “push the coke can” real-world task.

Unseen P1 | Unseen P2
Original 0/10 8/10
Q-DIG 7/10 9/10

IV. FUTURE APPLICATIONS OF Q-DIG AND CONCLUSION

Al. Searching for Environmental Diversity. Instead of
limiting to instruction diversity, Q-DIG could be extended
to explore environmental diversity. While our current frame-
work searches over natural language variations, many VLA
failures arise from changes in the visual scene itself, such
as object placements and distractor objects. Benchmarks such
as LIBERO-Plus [8] and VLABench [41] provide valu-
able testbeds for measuring generalization across tasks and
scenes. Furthermore, work on unsupervised environment de-
sign (UED) automatically generates environments [26] but has
not yet been applied to VLA policies. Future versions of Q-
DIG could jointly optimize over both language and environ-
mental perturbations to discover multimodal failure modes that
are difficult to identify through instruction generation alone.
For example, a task that succeeds under a clean tabletop
configuration may fail when additional visually similar objects
are introduced or when target objects are partially occluded.
By incorporating environmental parameters into the QD search
process, Q-DIG could discover a broader range of realistic
failure scenarios beyond instruction-level variation and provide
more comprehensive evaluations of VLA robustness.
A2. Surrogate Modeling for Efficient Evaluation. One
limitation of Q-DIG is that it evaluates the success rate induced
for a given instruction by rolling out the VLA in the environ-
ment multiple times. Since VLA rollouts are computationally
expensive, we were only able to run Q-DIG for 3—12 iterations.
To remedy this, prior work [3l 4] explores using surrogate
modeling to predict human and robot behaviors for scenario
generation systems. Future work for Q-DIG could explore
training a surrogate model that predicts the failure rate of
generated instructions based on the trajectories of previously
evaluated examples. Rather than executing every candidate

instruction in the environment, the surrogate model could
estimate failure likelihood and uncertainty based on the given
task and other information about the instruction, mitigating
expensive VLA rollouts.

This approach could significantly improve the scalability of

Q-DIG by enabling longer optimization runs and exploration
of larger search spaces. Currently, Q-DIG operations in a
total space of eight failure modes, whereas surrogate modeling
gives promise to increase this number. Surrogate-assisted QD
algorithms have been shown to improve sample efficiency in
other domains, suggesting a promising direction for scaling
adversarial instruction generation to larger VLA models, more
complex environments, and longer-horizon tasks.
A3. Red-Teaming Hierarchical VLA Models. Recent work
has explored hierarchical VLA and VLM-based planning
systems that decompose high-level goals into intermediate
subgoals and executable actions [35, [19]. For example, the
task “make a sandwich” may first be decomposed into “pick
up a slice of bread,” followed by “place the bread on the
counter,” and then subsequent manipulation subtasks. Such
hierarchical decomposition enables improved performance on
long-horizon tasks by simplifying the decision-making process
for the underlying VLA.

While promising, hierarchical systems introduce new failure
modes: errors in early subtasks may propagate through the
execution chain, leading to compounding mistakes or incorrect
plans. Furthermore, ambiguity in high-level instructions may
result in flawed decompositions that are difficult to recover
from. For example, the order of picking between bread, lettuce,
and meat for the “make a sandwich” may be ambiguous to
a VLA, but more clear to humans. In this setting, Q-DIG
could be used to generate instructions that specifically target
weaknesses in task decomposition and hierarchical planning.

A. Conclusion

While VLA models have demonstrated remarkable progress
toward general-purpose robotic systems, their sensitivity to
natural language instructions inhibits them from reliable de-
ployment. In our prior work, we introduced Q-DIG, a frame-
work leveraging QD for foundation models to generate diverse
and human-like adversarial instructions that expose vulnerabil-
ities in VLA systems. Our results showed that, compared to
baselines, Q-DIG generates visually-grounded, more diverse,
more human-like adversarial instructions while remaining in-
distribution to expose meaningful vulnerabilities in VLAs. We
also demonstrate that augmenting fine-tuning with adversarial
prompts improves VLA robustness to unseen instructions.

Looking forward, we believe QD search provides a promis-
ing foundation for scalable red-teaming of embodied Al sys-
tems. Extending Q-DIG to search over environmental varia-
tions, incorporating surrogate models for efficient evaluation,
and adapting the framework to hierarchical VLA architec-
tures represent one of several promising directions for future
research. We hope that our work paves the way for future
research on scalable red-teaming methods and more reliable
and trustworthy robots.
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APPENDIX
A. Problem Definition

To improve the robustness of VLAs to language instructions,
we address the problem of generating diverse instructions for
a given task. We assume a given base VLA, (o, ¢), that maps
observations o (visual and/or proprioceptive) and language
instructions ¢ € C (where C is the set of all natural language
instructions) to actions that a robot can execute. The language
instructions describe a task T' = (uo, g7), with po being the
initial state distribution and gr({) being the goal predicate
that outputs 1 when a rollout trajectory ¢ completes the task.
We define a set of language instructions Cr for each task 7'
such that all ¢ € Cr C C describe 7. Given a base language
instruction ¢o r € Cr, our goal is to generate a diverse set of
N new instructions {c1,7,...,¢cn,r} C Cpr. We evaluate the
efficacy of the new instructions via several diversity metrics
as well as the performance of the VLA after fine-tuning with
these additional instructions.



TABLE V: Categories of failure in task instructions, partially obtained from [13]. For ease of reference, we index the attack styles using
“z0” through “z7”. Refer to Srikanth et al. [37]] for details on how these failure modes were selected.

Step-by-step instructions: unnecessary breakdown of the task into multiple
sequential steps (z0)

Uncommon vocabulary: use of rare, technical, or overly formal words
instead of simple ones (z1)

Human-centric tone: instruction phrased as if addressing a human instead
of a robot (z2)

Use of adverbs: adding vague modifiers like “carefully” or “gently” that
don’t add clarity (z3)

Unnecessary action specification: extra details about how to execute the
task, beyond the core instruction (z4)

Overly verbose reformulation: inflated or wordy phrasing without changing
the meaning (z5)

Colloquial/casual style: use of slang or conversational tone inappropriate
for robotic tasks (z6)

Mixed modality references: adding sensory references (e.g., sight, sound)
that the robot may not have (z7)
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(a) BERT Diversity of prompt set.
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(c) Distance to original prompt.

Fig. 3: Diversity of our generated data compared to the Rephrase and ERT baselines on OpenVLA-OFT. Each experiment was repeated
4 times, with error bars representing the standard error of the measurements. “Variance of Failure” is rescaled to be between O and 1.
“Distance to Original” represents the average sentence embedding dissimilarity (1 - cosine similarity) for each domain. Q-DIG obtains the

highest diversity metric in all cases.
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